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Abstract

Digital transformation is, among others, notably driven by servitization, and consequently, IT artifacts
called Application Programming Interfaces (APIs), together with disruptive technologies and innovations. In
order to set up proper policies, the understanding of the above factors is essential, including their influences
on value adding chains. This paper therefore provides an analysis of APIs developments together with their
impacts on digital transformation. As they can affect organizations and even national economies at strategic
level, appropriate management from a systemic perspective is justified, including e-Government initiatives.
Further, APIs cannot be treated without their relations to disruptive technologies, innovations and value
chains. Therefore, the advancements of theoretical understanding of evolution of value chains, and practical
directions for e-government initiatives are given in this paper. In addition, an archetype model is developed
that provides a basis for further research efforts in the area.
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1. Introduction

The spread of the Internet into the business world in the mid-nineties of the former century led to an
increased digitalization of business processes - and the era of e-business was born. In the beginning,
these digital transformation processes were mainly limited to non-tangible segments, ranging from
office automation to electronic data interchange and e-commerce in general.

In recent years, these processes began to penetrate tangible goods segments and industrial and
manufacturing segments. This development is considered a new industrial revolution and is referred
to as Industry 4.0, which is a natural consequence of the developments that began with the e-
business era. The key disruptive technologies in the background of this recent transition are big data,
virtual (and augmented) reality, autonomous robots (cyber-physical systems in general), additive
manufacturing, Internet of Things, cloud computing and cybersecurity (Westerman et al., 2014). In
addition, concepts such as enterprise architectures, service-oriented architectures, and business
process management are also crucial, even though they are often overlooked. No wonder, as there is a
lack of powerful tools, including formal methods and system methods (Xu et al., 2018). In addition,
understanding past developments is crucial to anticipate the course of developments and manage
them accordingly.
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Although it may not seem so at first glance, but in the context of the disruptive technologies
mentioned above, their integration is essential. This means access to data from numerous sources
and to various services available via the web. To achieve this goal, application programming
interfaces (or APIs for short) are a key player. APIs have already gained a lot of attention in recent
years, but their role and potential are not yet fully recognized. Although APIs are a technological
artifact, they have many non-technical implications that have yet to be explored (Wittern, 2018).
These include the influences of APIs on businesses, not to mention the changes they help shape in
digital markets (and societies in general), while current efforts mostly focus on the technology as
such (Jin et al., 2018), (Higginbotham, 2015), (Berlind, 2019). Therefore, it is important to understand
APIs and their involvement in relationships with innovation, disruptive technologies, and digital
ecosystems in order to manage them properly. As mentioned earlier, this management needs to be
underpinned by a formal, systemic approach, which is considered in this paper.

The key methodological approach used is system dynamics (Forrester, 1994), which is an
established methodology. It seeks to understand and improve systems, which begins with the
interpretation of the real world into a model description through stages. First, the description leads
to the identification of core variables, their nature, and their interrelationships, resulting in what are
called qualitative models. Next, these models are usually developed into quantitative models, backed
by equations that enable simulations to understand the dynamic behavior and policies evaluation. As
a basis for these steps, approaches range from systematic literature review to specialized techniques
such as group model building, a participatory approach in which experts and practitioners are guided
to create the desired model in a systemic manner (Hernantes et al.,, 2012). In addition to system
dynamics, a minor part of the paper employs descriptive research, which describes the characteristics
of the phenomenon under study and focuses more on the "what" than the "why" of the research
subject.

The paper is organized as follows. In the second section, a literature review is given with an
evolutionary view of the field. In the third section, the methodological part is carried out - APIs are
further elaborated in order to understand and properly classify their developments within the field
they belong to. In the fourth section, where the first part of the contributions is presented, important
conceptual changes in value chains are addressed, which are also caused by APIs. This is followed by
the second part of the contributions - an archetype model of digital services ecosystems based on
system dynamics is presented to provide new insights and a better understanding of the area. In the
sixth section, there is a discussion followed by future research directions. In the last section, there are
conclusions, followed by acknowledgements and references.

2. Overview of the Field

Digital transformation has become a hot issue in recent years. It refers to many topics, concepts and
technologies that connect business, government, and industries with information technology, and
servitization developments (i.e. digital transformation of services). Understanding these issues is
therefore important to predict the course of developments and to shape policy accordingly. The EU
Commission recognized the impact of these processes as early as in year 2000 and adopted the E-
Commerce Directive, which provides the legal basis for digital services (Rodriguez de las Heras
Ballell, 2021).

The digital transformation first took place in the non-material segments, as it was easier to do
so there. One of the first industries to be affected were the film and music industries (Itten et al.,
2020), with the music industry being particularly affected and forced to innovate to adapt to the
changes - see e.g., (Sun, 2019) for the details about innovation processes behind the developments of
digital music services.

The growing presence of the internet enabled further servitization, which has recently become a
reality in material (manufacturing) sectors with Industry 4.0. Servitization is so important because it
adds value to both customers and production processes (Frank et al., 2019). It brings a new dynamic
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to service provider-customer interactions through its impact on service delivery processes (Romero et
al., 2019). "Servitization developments" also stimulated the involvement of small and medium-sized
enterprises, which began to play an active role in the innovation processes of value chains (Rothgang
& Duerig, 2020). It is not surprising that digital transformation is also having a particular impact on
value and supply chains internationally, as evidenced by changing intra- and inter-organizational
relationships (Walters & Helman, 2020), (Sabri et al., 2018). A more in-depth review of the concepts
of servitization and product-service systems can be found in (Annarelli et al., 2019).

A main reason for the influence of servitization is that digital transformation enables efficient
information flows to control chains in Industry 4.0 (Tomanek et al., 2020). Administration should not
be an exception in these integration efforts (Zaramenskikh & Lyubarskaya, 2020), and its efforts
should be the subject of continuous innovation processes - innovation system factors for this case are
elaborated in (Zygiaris, 2021). The changes are considerable, so digital service innovation is now a
mandatory topic, which is even considered a new business area (Eckert & Huesig, 2021). This was
proven during the recent Covid closures, when service innovations (using digital technologies)
proved their importance and led to advances in the theory of service innovations (Tuomi et al., 2021).

Nowadays, disruptive technologies are becoming the focus of the above processes. To mention
just a few interesting recent examples, we start with value chains where blockchains can be treated as
a kind of (value) chain transformer, enabling the transfer of value over the Internet without
intermediaries (Eggrickx et al., 2020). Interesting further developments also include applications in
customer advisory support, where current Al approaches are expected to become anthropocentric
(Kulkarni & Dambe, 2020).

A key player in these processes are clearly governments, so it is important that their governance
principles and policies are well prepared. Open data initiatives have been shown to play an important
role in governments' efforts. New innovation practices, service development models, and
collaborative environments are needed to successfully leverage open data. Appropriate ecosystems
need to be established, and data quality is a key concern (Immonen et al., 2018). The success of e-
government initiatives also depends on how changes in decision-making environments can improve
their adoption (Schneider et al., 2020). Furthermore, e-government services (and open data) require
addressing specific perspectives. Therefore, a multidimensional perspective is presented in (Distel &
Lindgren, 2019), where the citizen is considered as a multi-layered and heterogeneous being. User
participation is also important - it is shown that co-creation of digital public services, where possible,
can lead to better solutions and their adoption, including open data (Jarke, 2021).

Governments need to take a comprehensive view of developments, including efficient resource
management and green agenda issues for sustainable development (Castro & Lopes, 2021). Moreover,
digital divide issues come into play here, encompassing more than just access to information and
communication resources (Vassilakopoulou & Hustad, 2021).

The overview provided so far presents some fairly elaborate research questions, but in a
fragmented manner. A more compact, comprehensive view of the trajectory of developments can be
provided by identifying the key eras in the field. E-government efforts began at the end of the
previous century, shortly after the era of e-business was born. This e-government 1.0 era was
characterized by the core functionality that the Internet enabled - the interoperability of digital
services. Like the developments in business, the new services enabled intensive two-way
communication and led to the e-government 2.0 era, which was characterized by open and
participatory governance. The increasing power of artificial intelligence led to the era of e-
government 3.0, characterized by IT assisted (and increasingly automated) decision-making and
complemented by data-intensive policymaking. In the background of these developments, one
particular artifact plays an increasingly important role - that is Application Programming Interfaces,
APIs.

The growing importance of APIs for governments has not gone unnoticed by international
bodies such as the United Nations, the OECD and the EU Commission. In the case of the United
Nations, it is interesting to note that their recent survey on e-government only briefly mentions APIs
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(Affairs, 2020). In the case of the OECD, while this organization clearly recognizes the potential of
APIs, it provides almost nothing about their wider implications as facilitators of digital
transformation and no conceptual tools or models that would enable an appropriate strategic
approach (Forum on tax administration, 2019). In contrast, the EU Commission's document on APIs
(Vaccari et al., 2020) is quite different, identifying APIs as key to accessing digital assets and
facilitating digital transformation. As APIs strategies are crucial for digital ecosystems, the document
provides a transformation roadmap for improving the efficiency and effectiveness of governments
through the increased innovation potential of public services via APIs. Moreover, APIs also improve
policymaking by facilitating access to virtually all relevant information needed at all stages of the
policy process. However, the framework is more of a descriptive nature. As the authors note,
quantitative outcomes (e.g., socioeconomic impacts) are difficult to analyze for a variety of reasons,
including the relatively recent and infrequent adoption of API policies, the problems of finding
available government APIs on the Internet, and the difficulty of objectively measuring API impacts.

And this is where the contributions of this paper come in. Although research in this area is
extensive, the paper presents some important steps forward. We are currently witnessing the
proliferation of disruptive technologies in e-government, in particular the emergence of Internet-of-
Things technologies associated with the explosion of data and the emergence of blockchains (ledger
technologies), while security and privacy issues are coming to the fore. So, the first step forward is to
develop a model of what is possible at this stage of knowledge in the field. The model identifies the
key elements and their relationships, in particular governance issues related to APIs, digital
ecosystems, disruptive technologies and innovation. Furthermore, from a systemic perspective (due
to feedback loops), it logically follows that APIs lead to a network structure in which value can not
only be created but also reduced. One such example is the potential negative impact in terms of
security and privacy - although at first sight an API adds value (such as statistical data accessible over
many databases), it may at the same time reduce value for citizens due to security and privacy issues
(e.g. by enabling attacks using advanced data analytics to identify individuals, their health status,
etc.). Consequently, the second step is a reassessment of value chains that evolve into value-
transforming networks, and a corresponding reconceptualization is given. Last but not least, an
interesting observation is presented regarding the Matthew effect, which is likely to be influenced by
APIs - but this observation needs further investigation.

3. From Technological Basics to Business Evolution of APIs

Application programming interfaces are abstract boundaries between information technology
artifacts that are intended to enable and simplify their interconnection. Therefore, API can be defined
as a technological abstraction that allows one artifact to access resources of another artifact through
well-defined procedures for making requests and getting responses (i.e., protocols), along with
specifications of data elements required by these procedures. However, although these are
technological artifacts, their impact goes far beyond technology and affects integration at the
business process level, not to mention the possibility of new services that may even lead to new
industries. Moreover, certain APIs have even triggered broader societal changes.

APIs have evolved in many forms. Originally, they were used in software development to access
routines in libraries, but also to access hardware resources. Later, with the advent of operating
systems, APIs were used extensively to access resources of local systems, including operating system-
specific resources. But with the advent of networks (and the web in general), they began to play a key
role in accessing resources over the web. And this latest form, web-based APIs, are the ones that are
the focus of this research paper.

An API can be specified quite easily using web technology. One can simply use a URL that
provides a unique identification of a service (or data feed) along with the protocol for accessing it. A
concrete example of an API is given below. The domain name with local system identification is
api.census.gov/data/2012/ewks?, while access is via the HTTP protocol (Bureau, 2021). The rest of the
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URL string is used to identify the method and arguments for local operation along with the
authentication key for accessing the service (this particular API provides some economy-wide
statistics in the US): https://api.census.gov/data/2012/ewks?get=EMP,OPTAX&for=state:*&NAICS
2012=54&key=23...co1

The history of APIs as tools to enable business functions can be traced back to 2000 (Raconteur,
2017). At that time, cloud application provider Salesforce.com began offering its services by allowing
users to share data between those services through APIs. Similarly, eBay also entered this area in year
2000. Another shift occurred in 2002, when Amazon offered its Amazon Web Services, which allowed
third parties to integrate Amazon's features into their own Web services (in 2006, Amazon took
another step, and since then Amazon Web Services have provided access to cloud-based resources).
Around the same time, social networking giants entered the field: Flicker in 2004, followed by
Facebook and Twitter in 2006, all of which APIs enabled further proliferation (and reach) of their
respective social networking service providers. In 2007, Google entered the field, and one of the most
successful and influential APIs was launched: Google Maps. As to the governments’ APIs, they
followed with some delay of a few years.

2010
m2019

Figure 1: The distribution of key products and services

APIs can be considered as technological cousins of typical applications and services such as browsers,
operating systems, search engines, etc. Looking at the evolution of these latter types of applications,
important insights can be gained. For example, Figure 1 shows the data on the market share of three
characteristic products and services, namely operating systems, web browsers and search engines.

It may be tempting to think that the above observations are only due to these typical products
and services. However, a brief re-examination of the above observations with a different, newer and
somewhat different type of service compared to the above, again confirms the identified observations.
During the period from February 2018 to February 2019, Facebook's market share averaged over 70%,
followed by Pinterest with about 13%, and this in turn is followed by Twitter and YouTube with about
6% market share each. So, predictably, social media market share also follows the same principles
(see http://gs.statcounter.com/social-media-stats).

The above data is highly indicative. To articulate the principles in the background, a well-
known effect in the social sciences from the 1960s, the so-called Matthew effect, can be used. It states
that richer people get richer and poorer people get poorer. This observation is very related to (or
based on) another observation by Pareto, about half a century older, stating that in many areas of
human endeavor 80% of the effects come from 20% of the causes, also known as the 8o/20 rule.

However, digital transformation brings with it an additional momentum. Thus, this new
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situation could be called the ultra-Matthew effect or 8o+/20 rule - it may only take one player to
capture (almost) 90% of a market, but when this is not the case, the first two or three players are
often enough to get close to or above that 9o%. However, the reader should note that this
observation, while compelling, is still just an observation that needs further research.

Figure 2: Growth of APIs during the last years (source programmableweb.com).

Can this observation be related to APIs? Let us first analyze the growth trends of APIs. Figure 2 shows
that APIs are growing (almost) exponentially. It is expected that this trend will be the case for the
foreseeable future. This is because the increasing number of IoT devices are becoming the main
drivers of growth, including when it comes to data and services. According to Cisco's Visual
Networking Index, more than 14 billion IoT devices are expected to emerge by 2022 (Gagliordi, 2019),
and to harness their potential, APIs will be needed.

Second, APIs are closely related to the key products and services presented above, whose
growth is shown in Fig. 1. Therefore, it makes sense to build on the experience with these key
products and services, including when it comes to APIs. In doing so, APIs are not only growing at a
remarkable pace, but a wide variety of application areas (categories) for them are emerging. These
range from advertising and aggregation to government, semantic web, etc. - there are already several
hundred such categories identified (see https://www.programmableweb.com/category/all/apis). It is
worth noting that another repository of APIs shows an even higher growth: from January 2019 and
January 2020 there was an increase from 17.4 million to 34.9 million, while in January 2021 the total
number exceeded 46 million API collections. (Bettendorf, 2021).

So, we can expect some sort of 80+/20- consolidation in the API space as well. This may not be
the case across the entire domain of APIs, but rather (at least initially) within specific categories.
Recent research on the evolution of the APIs domain from 2005 to 2016 provides a supportive
indication that this may be the case (Basole, 2019). The aforementioned research uses networks of
APIs and their (statistics-based) analyzes, which include the number of nodes and edges, the average
(weighted) degrees of the nodes, the diameter of the APIs network, its density, modularity,
clustering, and average path length. The key message is that although the number of APIs is still
growing, consolidation is already taking place. In this consolidation, the core APIs are becoming
those of Google, Amazon Product Advertising, Facebook, YouTube, Twitter, and eBay. In particular,
the Google Maps API plays an important role.

Based on the discussion so far, the novel contributions of this work will be presented in the next
two sections.
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4. Identifying Conceptual Shifts from Business Perspective

When it comes to managing business (processes) in competitive market environments, a key strategic
paradigm introduced by Porter in the 1980s is the value chain. This revolutionary conceptualized
management view reflected well the business reality for many decades.

However, about ten years later, the Internet began to penetrate the business world. Digital
transformation impacted strategy and competition (Moore 1996), and the transformation of chains
into value networks became a business reality. But as noted in (Basole 2019), pure chains are rare
today. We need to talk about value networks (graphs). However, when it comes to APIs, it is not
enough to think only about pure networks for the following reasons:

e In the case of APIs, feedback loops (especially those involving traditional end users) have
emerged and are becoming increasingly important. Users are not just endpoints where data
and services are consumed, but they are a part of feedback loops with these same sources of
services and data. For example, when users use Google's services, Google also collects data
from those same users (e.g., to improve its services).

¢ Consequently, in the case of networks with feedback loops that have emerged, value should
not be considered only from the perspective of adding. It is not only the case that markets are
not ideal, so that a reduction in value along a path in a value network is a reality, but also
because a value is a matter of subjective judgment. Therefore, an increase in value in the
perception of one consumer can mean a decrease in value in the perception of another
consumer.

This new situation can be appropriately conceptualized with value transformation graphs and is
shown in Fig. 3. The left side of the figure shows those feedback loops in which users are involved.
However, API providers are also becoming increasingly connected in both directions, effectively
creating networks where potentially any entity can be connected to another entity. In this way,
cyclical paths are formed, and numerous feedback loops are created.

Also, from a systemic point of view, it is necessary to speak of value transformation networks
(that add, preserve, reduce value) instead of supply chains, as will be elaborated in the next section.

5. Systems Dynamics and Archetype Models for APIs Management

Systems dynamics (also known as Business dynamics), which is now an established methodology, was
developed in the early 1960s by Jay Forrester (Porter, 1962). One of its central points is causal loops
(i.e., feedback loops) that occur when observed variables are causally linked. These linkages can have
positive polarity or negative polarity. A positive polarity means that increasing a driving variable
increases the driven variable, while a negative polarity means that increasing a driving variable
decreases the driven variable (and vice versa). The nature of feedback loops is determined by the
polarities of the connections that make up these loops - loops can be reinforcing or balancing. As for
variables, they can be material (e.g., people) or non-material (e.g., beliefs). In addition, they can be
stocks, rates, and constants.

Once all variables are identified and properly linked, qualitative causal loop diagrams are
obtained. They are intuitive, meaningful, and provide insight into the structure and functioning of a
system. Moreover, they can be further elaborated to obtain quantitative models ready for simulations.
This means that qualitative models must be appropriately backed up with formulas that quantify the
variables and their relationships (Forrester 1961).
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Figure 3: From feed-back loops affected value chains to value transforming networks.

System dynamics is particularly useful in the study of sociotechnical systems, where APIs and their
ecosystems are a natural fit. To enable further application of system dynamics in this domain,
archetype models are an established approach. Archetype models are qualitative models that are
general in nature. They can be considered as template models with identified core variables and
relationships, while serving as a starting point to obtain appropriate quantitative models (Gonzalez &
Trcek, 2017).

Based on the research in (Musser, 2013), (Narain et al., 2016), (Markets, 2017), (Gonzalez &
Trcek, 2017), (Trcek, 2018), an APIs ecosystem archetype model was developed that identifies the
main elements related to current e-government transition processes and their relationships placed in
a broader socio-economic perspective. This broader perspective is divided into three layers, which are
the preconditions layer, the business models layer and the APIs consumption layer (see Fig. 4):

e Preconditions layer is the humus layer, where impacts are taking place. In the first place these
are the results of enablers that are facilitated by drivers, where in the context of this paper
enablers are primarily disruptive technologies and innovation. Further related to enablers,
ubiquitous connections are a must, not only data and services as such that are offered on a
market. Clearly, the enablers have to be available in a standardized way and with quality tools
for the development of APIs. Further, in any transaction some level of trust must exist for this
transaction to take place. Further, if these new creations have a potential to improve
customers experience or internal processes, while being smoothly accessible, this will
positively influence their market penetration. In order to achieve this goal, proper initiatives
are needed as well. And finally, innovations. Their importance has been implicitly recognized
so far by emphasizing the role of developers, which fit well into existing classifications, e.g.
user-innovators as considered in (Pongtanalert & Ogawa, 2015). But in the case of APIs,
innovative thinking has to become a part of decision makers milieu (it can be stimulated
thorough appropriate government initiatives). As to the drivers’ impact, these are rather self-
explanationary and mostly in the domain of management.

e Once enablers and impacts are in place, APIs are being created and deployed externally (on a
market) or internally (within an organization). Here, the potential of APIs becomes weighted
against reality, i.e., users’ needs. The higher these needs are, the larger the number of
generated APIs (and vice versa). And this is what the business models layer is about. The
richer the APIs market is, the higher the chances that the new innovative business practices,
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and even new business models will emerge due to the flexibility and modularity of APIs. There
exist many such examples where new business models have already emerged thanks to APIs,
and concrete cases can be especially found in the so-called collaborative economy (e.g., Uber).

e The final layer, the APIs consumption layer, is where the network of APIs consumers of all
kinds takes place, i.e., where APIs are actually operationalized. This layer is no longer just
about "traditional" end users because APIs are also connected to APIs through numerous
feedback loops. So, this layer is about a network structure that transforms value accordingly. If
sufficient value is created (more precisely, if the value added to a service exceeds its mitigation
by negative effects), the needs of users further stimulate the growth of APIs. If insufficient
value is added, the relevant part of the network begins to stagnate. This is where market
forces make the final judgment on appropriate management approaches that take place
within the first two layers.

Based on the given elaboration, let us now define APIs ecosystem(s). The Oxford dictionary
defines ecosystem as complex network or interconnected system (in common usage). For market-
oriented research (Moore 1996), ecosystems are defined as economic communities (producers,
suppliers, competitors, and other stakeholders) "supported by a base of interacting organizations and
individuals that produce goods and services of value to customers who are themselves members of
the ecosystem.” With further narrowing as given in (Basole 2019), ecosystem can be considered as a
structure consisting of multiple firms that symbiotically create value. Therefore, the API ecosystem is
a complex network in a digital market consisting of interconnected entities ranging from suppliers to
customers that evolve around value transforming networks that are at the core of their processes.

6. Discussion

In the context of market growth and differentiation, the 8o+/20 observation, which should also
determine the evolution of APIs ecosystems, is not the only observation that emerges from the study
of this area. Another interesting observation is that whoever comes first is unlikely to gain a high
enough number of early adopters to remain the first player but is likely to be displaced by players
who come later. The first players seem to be a kind of "warm-up entities" for those who come next,
and they take over the share according to the 80+/20- rule. While generalizing this observation would
require additional research, there is quite a bit of case and evidence to support it:

— The popularity of web-based (cloud-based) email services is high. The first major and globally
recognized provider was Hotmail. After many years, it was bought by Microsoft, but couldn't
keep up with the newcomers, especially Google's Gmail. So a few years ago, Microsoft
discontinued the original service, redesigned it noticeably, and replaced it with the Outlook
service.

— In the social networking space as we know it today, the first major and globally recognized
player was Second Life. But after the successful initial growth came new players, notably
Facebook, which began to take the lead. And Facebook is still the leader today, while Second
Life takes the role of a niche player.

— In the Internet search engine space, the first truly successful and globally recognized engine
was Alta Vista (Archie and similar services existed before but were quite different at their
core). It didn't take long for a new player to emerge (Google) that "took it all over". Microsoft
has also dabbled in this area and remains visible with Bing, but Google is by far "the one and
only".

— Looking at products, web browsers are the core. In the first half of the 1990s, this area was
heavily dominated by Netscape, and remained so for years. But because of its strategic
position in operating systems, Microsoft successfully attacked Netscape. MS Explorer became
dominant, only to be beaten by Google Chrome a few years ago. Netscape no longer exists.

So, it is not surprising to see the above scenarios in the field of APIs as well. As mentioned
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earlier, the era of APIs began in 2000 when Salesforce made them available to users to access its
services (Raconteur, 2017). Today, although the APIs ecosystem is growing significantly, Salesforce
APIs are a marginal player. As indicated in (Basole 2019), the main APIs that have surfaced in recent
years are those offered by players such as Google (especially Google Maps), Facebook, Twitter,
Amazon Product Advertising, eBay, and YouTube (which is also part of Google).

APIs consumption
layer

value transforming|
network

transformed value

consumers
diminution rate

consumers
generation rate

users needs
al.;z;;d scrsilcc 7S business models
APIs creation S Poo APIs extinction layer
rate rate
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Figure 4: APIs ecosystem archetype model.

7.

Future Research Issues

Changing the perspective and being now aware of the role of APIs in digital markets, many other
important areas of future research (closely related to APIs) turn out to be important. Macroeconomic
issues can be identified here, but even more so issues of security, privacy, safety and legal issues in
general:

From an economic perspective and anticipating the validity of the 8o0+/20 observation, it can
be expected that some kind of monopoly situation will emerge in the field of APIs (as
mentioned, probably not across all APIs areas, but rather within areas). From a
macroeconomic perspective, this leads to situations, which have long been known for their
negative consequences on market development.

From a security perspective - if an API is compromised by malicious actors, the entire
ecosystem and its operations are compromised. Similarly, from a security perspective - if an
API is accidentally compromised, the entire ecosystem of which it is a part and its operations
will be compromised. To clarify the difference - in the case of security, a threat is the result of
the activities of a malicious agent, while in the case of safety, a threat is the result of an
unintended malfunction of an artifact or random conditions in its environment.

Related to the critical aspects just mentioned is the issue of privacy. Since API ecosystems are
typically highly interconnected and user data closes many loops, this poses a significant risk to
user privacy if one or more APIs are compromised.

Once you get into the issues of security, privacy, and safety, legal questions start to surface.
Knowing that APIs will be behind many cyber-physical systems (such as autonomous
vehicles), liability issues come to the fore. Current trends here look at the liability of the
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artificial intelligence engineers, the engineers of the device as such, the liability of the users,
and the liability of third parties. If not further specified in the future, API developers and
providers could fall into this fourth category.

e APIs (and business models they can drive) are expected to gain further momentum with the
emergence of new technologies such as IoT and related architectures (Zhang et al., 2020).
Effective deployment of these architectures without APIs is not realistic.

e Last but not least, and by combining the consequences of all the above, it is reasonable to
assume that certain APIs will have strategic consequences (it is not difficult to draw parallels
between GPS navigation system and Google Maps API). It is therefore to be expected that
political strategic issues (such as national security) will also be identified in relation to APIs.

The above issues, while important, are beyond the scope of this article. However, it can be seen
that system dynamics, which provides systemic insights into technical, social or socio-technical
systems, is a promising method that can also be applied in these areas of APIs ecosystems.

To round off this section, additional attention should be paid to servitization. Servitization
refers to another transformation related to manufacturing, where manufacturers move from
delivering products only to delivering a combination of products and services. Complementary to
Industry 4.0, which focuses on value creation in manufacturing, Servitization focuses on value
creation for the customer. What is missing in this area are interfaces and connections between the
two trends, and frameworks have been developed to bridge this gap (Frank et al, 2019). Knowing and
understanding how technological artifacts such as APIs lead to organizational and societal change, it
becomes clear that APIs also need to be seriously considered when managing the relationships (and
interfaces) between servitization and Industry 4.0. The research presented in this paper with an
archetype model based on system dynamics provides a good foundation for such efforts.

8. Conclusions

Since the beginning of e-business era in the mid-nineties of the former century, digital
transformation has resulted in numerous changes that were almost impossible to predict even some
twenty years ago. It turns out that many related processes are strongly linked to APIs, which are a
kind of a hidden player behind these complex transformations. A likely reason is that APIs, being
technological artifacts, have many important implications for businesses, which often have
reflections even at the macroeconomic scale. But being short of appropriate powerful tools to manage
latest e-business developments, in particular formal and system methods (Li 2018), this paper
presents new systemic approaches to APIs and related ecosystems. These approaches help to
understand the transition processes that pave the way towards e-government 4.0. By knowing that
current eras include (a) interoperable digital services, (b) open and participatory government, and (c)
automated decision making and data-intensive policy making, the visible advancements in
ubiquitous integration and disruptive technologies deployment notably identify the future course of
developments.

The paper starts with an overview of the developments in the area, followed by the
technological basics of APIs, and then continues with the identification of core changes for
businesses and digital markets. These changes are such that new models and certain re-
conceptualisations are needed to properly reflect the evolution that has taken place, and to provide
appropriate management approaches. So, starting with the concept of value (added) chains
introduced by Porter some forty years ago, it has been shown how these chains have evolved into
interconnected structures and resulted in value networks. However, also APIs introduce numerous
feed-back loops into these increasingly complex networks, so from the evolutionary, and systemic
perspective, these networks are now more properly referred to as value transforming networks.

Recognizing the nature of these new structures is also important because of appropriate
methodologies for their further analyses, where especially appropriate models are missing. So far,
some formal research of APIs ecosystems has been done with statistics-based networks analyses. But
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it turns out that APIs are a natural fit for another methodology, which is System dynamics. This paper
therefore presents an archetype model of APIs ecosystems to provide a top-down insight into their
structure and functioning. The model is intended to spur more narrowly focused, quantitative
research in this area for its better management and understanding, and to draw attention of key
players to APIs. E-government initiatives, in particular, may play an important role here (Fang et al.,
2015). They should focus on innovations, not only at the technological, but also organizations
management level.

Summing up, APIs are too important to be insufficiently addressed, because they affect not only
organizations, but digital production, markets and societies in general, and their impacts extend all
the way to strategic issues at national economies levels. So further research spanning over many
domains is expected in the future, and it is supposed that the contributions presented in this paper
will provide useful inputs for these efforts.
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